
Have you seen anything like this lately? 
 
Many merchants receive faxes like this out of the blue and don’t know what to make of the sales pitch.  Others may 
receive a notice like this from their Card Processor, either as a supplement to their monthly statement or a 
separate letter. 
 

What you should know:  Cardholder Information Security is a growing concern for Terminal based applications.  
However, if you receive a letter from anyone you don’t know, be suspicious.  If the contact person wants you to 
give them ANY information or SELL you anything, be very suspicious.   Some processors use scare tactics as a 
marketing pitch with the primary goal of getting you into a lease agreement that is way over priced.  If you should 
receive this type of letter or any communication regarding your processing methods or equipment, be sure to call 
the number that should be on your Merchant Statement or on your Terminal for Customer Service.     
 

There are many reputable Sales People with Merchant Processors that are happy to inform you of Industry 
Compliance Mandates and Terminal Options.  However, the reputable Sales Organizations make it clear to you 
that they would like to do business with you and be your Payments Processing Vendor.  Don’t be fooled by anyone 
claiming to be your processor or misrepresenting Compliance Standards. 
 

Many Processors will offer an upgrade/trade-in program that will save you money and help you meet the industry 
needs for compliance.  While many offer lease agreements, you may want to ask your processor about Upgrade 
Options and Purchase Programs that will ultimately save you a good deal of money.  Keep an eye out for Leasing 
Must Know Info on future Merchant Bill of Rights postings. 
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